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MotivationMotivation

ThereThere’’re several causes of failure: natural re several causes of failure: natural 
failure or from malicious activities.failure or from malicious activities.
Failure propagation can cause a lot of Failure propagation can cause a lot of 
damage.damage.
To make our system tolerant to failures, itTo make our system tolerant to failures, it’’s s 
necessary to contain the spread of failures necessary to contain the spread of failures 
once detected.once detected.
In the face of failure we need our system to In the face of failure we need our system to 
continue to provide partial functionalitycontinue to provide partial functionality
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OutlineOutline

Overview of paperOverview of paper
ADEPTSADEPTS

II--GraphGraph
Attack sub graphAttack sub graph
How it worksHow it works

Implementation of ADEPTSImplementation of ADEPTS
Experiments and resultsExperiments and results
ConclusionConclusion
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OverviewOverview

Present the design and implementation of a Present the design and implementation of a 
system named ADEPTSsystem named ADEPTS

ADEPTS uses a directed graph representation to 
model the spread of the failure through the 
system
Presents algorithms for determining appropriate 
responses and monitoring their effectiveness
quantifies the effect of disruptions through a high 
level survivability metric

Demonstrate it on a real e-com testbed


