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A surge of development of new public
health surveillance systems designed
to provide more timely detection of
outbreaks suggests that public health
has a new requirement: extreme
timeliness of detection. The authors
review previous work relevant to
measuring timeliness and to defining
timeliness requirements. Using signal
detection theory and decision theory,
the authors identify strategies to
improve timeliness of detection and
position ongoing system development
within that framework.
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Introduction

The early detection of outbreaks of disease long
has been a concern of public health because of the
potential to reduce morbidity and mortality. Re-
cently, however, public health has witnessed a surge
of development of new detection systems designed
to provide more timely detection of outbreaks. This
activity suggests that public health has a new re-
quirement: extreme timeliness of detection.

The new detection systems—being developed by
states,'™ cities,* the military,>® Centers for Disease
Control and Prevention,” and research groups®°—are
designed to reduce time delays in reporting®*” and to
detect outbreaks when affected individuals first are
experiencing early stages of illness.>*%#° These sys-
tems employ different strategies including use of
electronic data transfer (all), use of data routinely
collected for other purposes,®®® novel approaches to
passive collection of data,? and novel approaches to
active data collection.®' For convenient reference in
this article, the authors refer to this set of systems
collectively as early warning systems.

The applied work developing early warning sys-
tems is raising fundamental questions such as:
Which data are useful for early detection? What are
the timeliness requirements for outbreaks caused by
different agents? How to measure timeliness of a de-
tection system for a specific type of outbreak and es-
pecially for outbreaks such as large-scale inhala-
tional anthrax that have not occurred in areas
monitored by the new systems?
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The combination of a new requirement of timeli-
ness, a high level of applied work building early
warning systems, and a set of research questions that
need to be addressed to facilitate the applied work
suggests that it may be profitable to view early detec-
tion of outbreaks as an area of new scientific inquiry
and to ask what the theoretical underpinnings of this
science are, what constitutes the relevant existing
body of knowledge, and how the science can facili-
tate the applied work.

In this article, the authors identify and review the
mathematical foundations of early detection and re-
view the (limited) literature on defining timeliness

Michael M. Wagner, MD, PhD, is Assistant Professor of
Medicine and Intelligent Systems, Center for Biomedical
Informatics, University of Pittsburgh, Pittsburgh,
Pennsylvania.

Fu-Chiang Tsui, PhD, is Research Assistant Professor,
Center for Biomedical Informatics, University of
Pittsburgh.

Jeremy U. Espino, MD, is a Postdoctral Fellow, Center for
Biomedical Informatics, University of Pittsburgh.

Virginia M. Dato, MD, MPH, is Senior Public Health
Physician, Center for Public Health Practice at the
Graduate School of Public Health, University of
Pittsburgh.

Dean F. Sittig, PhD, is Senior Informatics Researcher,
National Clinical Systems Development, Kaiser
Permanente, Portland, Oregon.

Richard A. Caruana, PhD, is Research Scientist, Center
for Automated Learning and Discovery, Carnegie Mellon
University, Pittsburgh, Pennsylvania.

Laura F. McGinnis, MSc, is Systems/Software Projects
Coordinator, Pittsburgh Supercomputing Center,
Pittsburgh, Pennsylvania.

David W. Deerfield II, PhD, is Assistant Director,
Pittsburgh Supercomputing Center.

Marek J. Druzdzel, PhD, is Associate Professor of
Information Science, University of Pittsburgh. He is
currently on leave with ReasonEdge Technologies, Pte
Ltd., Singapore.

Douglas B. Fridsma, MD, is Assistant Professor of
Medicine, Center for Biomedical Informatics, University
of Pittsburgh.

requirements for specific threats and on measuring
the timeliness of specific detection systems for spe-
cific threats. The theory of early detection suggests
strategies for improvement of timeliness that are rel-
evant to the applied work and the authors indicate
which strategies are being exploited by ongoing
projects and which strategies remain to be exploited.

Mathematical Foundations of Early
Detection

One of two mathematical foundations of early de-
tection is signal detection theory,” the concepts of
which are familiar to many researchers in public
health. In public health, the objective of detection is
to recognize from input data (signal) the occurrence
of an event such as an epidemic (see Figure 1). A de-
tection method processes the signal and produces as
output a determination of whether an event is
present or not. The detection method may be as
simple as comparing the amplitude of the signal with
a threshold. The accuracy of the detection method is
reported using various ratios such as sensitivity,
specificity, and positive predictive value.

Detection methods often can be adjusted to in-
crease or decrease the sensitivity of the detection.
For example, the threshold can be lowered. How-
ever, improvement in sensitivity usually occurs at
the cost of loss of specificity. The optimal level of
sensitivity relative to specificity depends on the con-
sequences of false alarms and the benefits of true
alarms. These consequences are not fundamental
properties of the detection method itself, but are spe-
cific to the use to which the detection method is be-
ing applied. Therefore, researchers often report the
specificity of a detection method over a range of sen-
sitivities (by manipulating the threshold of detec-
tion) and report the results using a receiver-operating
characteristic (ROC) curve, which plots sensitivity as
a function of specificity.

Timeliness can be treated as a property of a detec-
tion method similar to the properties of sensitivity
and specificity. Timeliness can be measured by sub-
tracting the time of detection from the time of the
event itself. It can be improved by adjustment of
threshold and at the expense of the other parameters.
Although it rarely is done, timeliness, sensitivity,
and specificity can be plotted on a generalized ROC
curve.
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Figure 1. Principles of signal detection.

The second mathematical foundation of early de-
tection is decision theory.'* Decision theory is a
mathematical formalism that can be used to identify
an optimal sensitivity, specificity, and timeliness of
detection for a specific application (such as detec-
tion of anthrax). Decision theory and the related field
of decision analysis provide methods for estimating
the benefit of true alarms and the costs of false alarms
and for using these quantities analytically to identify
an optimal sensitivity, specificity, and timeliness
(and threshold) for that application.

Previous Work on Defining Timeliness
Requirements

Timely detection is not a key requirement of every
public health threat, but it is for many. Thus, it is
surprising that quantitative (or even qualitative)
analysis of timeliness requirements only has been
performed for one condition: inhalational anthrax.*

That analysis was conducted for other purposes and
was based on several simplifying assumptions, so
the authors discuss it here as an example of the type
of analysis that is needed to inform research and de-
velopment of early warning systems, not as a pro-
posed set of requirements for inhalational anthrax.
Figure 2 is a graph created from the data in that
analysis. The graph shows the cumulative economic
impact of a large-scale release of aerosolized B.
anthracis as a function of time and as a function of
delay in the response. The underlying model as-
sumes that 100,000 individuals receive an LD50
dose. It uses a simple epidemiological model and es-
timates cost as the sum of the future earnings of those
individuals who die, the costs of hospitalization, and
the costs of prophylaxis of the community with anti-
biotics and vaccination. It also assumes that treat-
ment with vaccination and antibiotics is 90 percent
effective. The top-most curve corresponds to a no-
treatment scenario and the bottom-most curve to the
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Figure 2. Cumulative economic impact with and with-
out post-attack treatment following a hypothetical bio-
terrorist attack with B. anthracis on a population of
100,000. Cumulative cost is a measure of the economic
impact of the epidemic. The bold curve is the cumulative
cost without intervention and the other curves corre-
spond to the cumulative cost under the condition that
mass prophylaxis and treatment was begun on each of
days 7 through 0, respectively. For simplicity, the under-
lying analysis assumes that after a decision to initiate
treatment has been made, the response is instantaneous
(all people treated immediately). Cumulative cost was
computed using the following formula: Cumulative cost
= (number of deaths x present value of expected future
earnings) + (number of days of hospitalization x cost of
hospitalization) + (number of outpatient visits x cost of
outpatient visits) + cost of intervention.

earliest possible treatment scenario (treatment
started concurrent with release of the pathogen into
the air). The other curves correspond to treatment
started on days one through six.

If the assumptions about the rapidity, lethality,
and treatability of the epidemic are valid, this model
helps define the timeliness requirement for detection
of large-scale release of inhalational anthrax. In par-
ticular, the rate of cost accumulation during the
steepest part of the curve is $200 million per hour,
which would be the cost of delaying a response deci-
sion by 1 hour under the assumptions of the model.

Previous Work on Measuring Timeliness
of a Detection System

As the authors will discuss, researchers have mea-
sured the sensitivity and specificity of several out-
break detection systems; they rarely have measured
the timeliness of outbreak detection systems. One of
the few such studies was conducted by Quenel and
colleagues,” who used a Shewhart control chart to
detect epidemics of Influenza A. Shewhart control
charts commonly are used in manufacturing to en-
sure consistency and specification tolerance of a
product. In epidemic detection, control charts work
by signaling when the disease incidence (or disease
indicator) is “out-of-control,” as defined by high and
low boundaries set based on the standard deviation
of the historical disease incidence. A 95 percent con-
fidence threshold was computed from historical
“non-epidemic” weeks. The method was applied
separately to several types of data including emer-
gency home medical visits, absenteeism from work,
sentinel physician reports, and drug consumption
(reported from a French pharmaceutical firm that
provided 48 percent of the drugs distributed to Paris
pharmacies). The gold standard was created by de-
fining an epidemic period as two consecutive weeks
during which > 1 percent of the specimens collected
were positive for influenza type A, and by this
method five gold standard epidemics were identified
from 1984 to 1989. Sensitivity ranged from 32 per-
cent (pediatrician activity due to influenza-like ill-
ness) to 81 percent (emergency visits), specificity
ranged from 63 percent (sentinel physician overall
activity) to 75 percent (emergency visits), and timeli-
ness ranged from 5 weeks lag (pediatrician overall
activity) to 4 weeks ahead (emergency visits) of the
gold standard. Two other studies provide example
methodologies for measuring timeliness.**"’

Additional studies that measured sensitivity and
specificity of outbreak detection systems but not
timeliness could be reanalyzed to measure timeli-
ness.'®?” Such analyses would provide insights
about the timeliness of detection of those outbreaks
studied (influenza, gastroenteritides, hepatitis,
measles, mumps, meningitis, pertussis, rubella, and
nosocomial outbreaks), a variety of detection meth-
ods (quality control charts,®!%%° time-series analy-
ses,'”*172% naive Bayes,** hidden Markov models,*
and ad hoc algorithms?®%’), and a variety of signals



(microbiology cultures, emergency department vis-
its, absenteeism from work, sentinel physician re-
ports, consumption of drugs, and hospital fatalities).

Strategies To Improve Timeliness of
Detection

Signal detection theory and decision theory sug-
gest strategies for improving the timeliness of detec-
tion. As the authors will discuss, each of the early
warning systems under development exploits a few
of these strategies but none exploits all or even a ma-
jority of them. Additionally, none explicitly refer-
ences detection theory or decision theory as a frame-
work for design. The strategies suggested by theory
are: (1) more complete sampling to improve the qual-
ity of existing signals, (2) identifying additional sig-
nals, especially those that occur earlier in the epi-
demic process, (3) improving the way detectors
process signals, and (4) tuning the detection system
for improved timeliness at the expense of specificity.

Improving quality of existing signals

If researchers have an existing signal, such as man-
datory reporting of Salmonella cultures and other
enteric organisms, they can improve the signal by
more complete reporting from a region or increasing
the size of the reporting region to match the scope of
the largest possible outbreak. Researchers also can
remove artificial time lags in signals due to delays in
transmission. The National Electronic Disease Sur-
veillance System project” is an example, presently
exploiting these two strategies through electronic re-
porting and through standardization of vocabularies,
databases, and other measures needed to achieve re-
gional data integration.

Signals also can be processed to remove non-epi-
demic temporal trends and known periodicities such
as diurnal or weekly patterns. The detection and re-
moval of such repetitive patterns can be achieved by
time series analytical methods such as seasonal
autoregressive integrated moving average,? fre-

Researchers also can remove artificial
time lags in signals due to delays in
transmission.
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quency analysis (e.g., Fourier transform?®), or wave-
let transforms.*

Adding new signals

A second strategy is to obtain additional signals
that can augment or replace existing signals. Sources
for new signals seem to fall into three categories that
differ along the dimensions of cost and feasibility.

One approach is to facilitate passive reporting of
new types of data (e.g., syndromes) by removing bar-
riers to reporting and providing incentives to clini-
cians. An example is the RSVP system that encour-
ages reporting directly from clinicians of patients
with early presentations.? This approach removes
barriers by making the reporting forms available on
the Internet, and it provides information about simi-
lar cases as an incentive to clinicians. Passive report-
ing as a strategy, although inexpensive, usually suf-
fers from underreporting.

A second approach is to develop new active data
collection systems such as drop-in surveillance®® or
new continuous sentinel systems for the types of
data needed for timely detection.*! These approaches
are feasible, but are costly to operate. An approach to
active data collection that may address the limitation
of cost is focused active data collection driven by
value-of-information considerations.? Value of infor-
mation refers to an application of decision theory to
the decision of whether to actively collect new in-
formation. A decision is made in favor of additional
collection when the expected value of the additional
information exceeds the expected cost of the collec-
tion.*

Attractive from the perspective of both cost and
feasibility is the use of data collected routinely for
other purposes. For example, Figure 3 shows Pitts-
burgh regional data effects of the 1999 Influenza out-
break (the WebMD data shown are national). Ex-
amples of new early warning systems that exploit
this strategy include systems that monitor emer-
gency department diagnoses,?***% microbiology re-
sults,*®% pharmaceutical sales,* and satellite image
data.®

Recent and ongoing research on the application of
natural language processing (NLP) to detection of
outbreaks and cases can be understood as an ex-
ample of the use of data collected routinely for other
purposes. Researchers have applied NLP to medical
reports,®**? and potentially it can be applied to other
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Figure 3. Weekly counts for several types of routinely collected data for different time periods around the December
1999 Influenza outbreak in Pittsburgh, Pennsylvania. Each data type is plotted on a normalized 0-1 scale.

Legend: Lab, influenza cultures from the UPMC Health System; WebMD, counts of queries to a national Web health
site using words such as cold and flu; School, school nurse influenza reporting; Resp. and Viral, categories of emer-
gency department ICD-9-coded chief complaints.

types of data such as Web health-related queries, 911  detection is incomplete. An exception is Influenza,
emergency calls, and obituaries. for which researchers have studied changes that ap-

For most diseases, understanding of the value of  pear in weekly or daily counts of numerous types of
data routinely collected for other purposes for early = routinely collected data.'®'”** For many other dis-



eases, public health experts know that routinely col-
lected microbiology cultures are a useful source of
data; however, for other types of routinely collected
data, the potential value for early detection of the full
set of diseases of interest to public health (a large
matrix) is unknown. If such a matrix were available,
it would be of potential relevance to designers of na-
tional public health surveillance systems because it
would suggest priorities for data source development
and integration.

Improving detection algorithms

The third strategy suggested by detection theory is
to improve the detection method itself. The available
signals may contain information that detection meth-
ods are not capable of utilizing fully. For example,
algorithms have yet to be developed that can detect
an outbreak of inhalational anthrax by searching for
temporal and spatial associations in the affected
population that are consistent with recent weather
patterns and the incubation period of the disease.

Optimizing the detection threshold

A last strategy involves tuning the detection sys-
tem for improved timeliness at the expense of speci-
ficity or sensitivity. Detection systems typically pro-
duce a numerical output (e.g., number of cases of X
observed per day), and this output is compared
against a threshold to determine whether to alarm.
This last strategy involves the relatively simple-
minded idea of lowering the threshold so that alarms
are sounded earlier. A lower threshold, however,
will result in more false alarms, creating a trade-off
between the cost of the additional false alarms and
the potential benefit of earlier detection. Decision
theory suggests that the optimal threshold should be
determined by an explicit consideration of this
trade-off, and it provides analytical tools for this pur-
pose.

Discussion

The recent surge of development of early warning
systems for disease outbreaks suggests that extreme
timeliness is a new requirement of public health.
This requirement seems to be a response to emerging
diseases and potential terrorist acts. Signal detection
theory and decision theory provide a framework for
analysis and measurement in this new area, and they
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may be used to understand ongoing work and iden-
tify a set of strategies for improving detection.

Progress may be facilitated by viewing very early
detection of outbreaks as a new focus area of scien-
tific inquiry, as the authors have done in this article.
This perspective suggests the importance of defining
specific questions to be addressed, identifying prior
relevant work, and identifying techniques from other
fields that may be of value. The range of techniques
identified in this article suggest that early detection
will be an interdisciplinary field involving economic
modelers, public health experts, informaticians, bio-
statisticians, and epidemiologists.

Progress also may be facilitated by the recognition
that early detection as a scientific discipline has
some characteristics of “big” science: Outbreaks of
disease are not common and a surveillance popula-
tion that is sufficiently large to have experience in
disease outbreaks will be required to measure and
validate early warning systems. There are many dis-
eases with different detection requirements to sur-
vey, many potential signals to evaluate, and many
methods to obtain and process the signals. Very few
have been evaluated to date.

Although timeliness of detection is the subject of
this article, timeliness is not the only or even the
most important requirement for every disease. Sensi-
tivity to small outbreaks may be of equal or greater
importance in foodborne illnesses or more slowly
progressing outbreaks. The principles and methods
of signal detection theory and decision theory, fortu-
nately, are not limited to the building of early warn-
ing systems, but apply equally to the problem of
building systems that must be sensitive or specific.
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