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Abstract

Constructing diagnostic Bayesian network mod-
els is a complex and time consuming task. In
this paper, we propose a methodology to simplify
and speed up the design of very large models.
The models are based on two simplifying assump-
tions: (1) the structure of the model has three lev-
els of variables and (2) the interaction among the
variables can be modeled by Noisy-MAX gates.
The methodology is implemented in an application
named: GeNIeRate, which aims at supporting con-
struction of diagnostic Bayesian network models
consisting of hundreds or even thousands of vari-
ables. Preliminary qualitative evaluation of this ap-
plication shows great promise. We are planning to
conduct a systematic study to compare GeNIeRate
to traditional techniques for building Bayesian net-
work models and we hope to be able to present the
results at the workshop.

1 Introduction
Bayesian Networks (BN)[Pearl, 1988] are acyclic directed
graphs with each node representing a variable and each arc
representing typically a causal relation among two variables.
Although exact and approximate inference in Bayesian net-
works are both worst-case NP-hard[Cooper, 1990; Dagum
and Luby, 1997], they still perform well, in our experience,
for practical diagnostic models consisting of several hundred
or even thousand nodes.

A BN consists of a qualitative and a quantitative part. The
qualitative part is an acyclic directed graph reflecting the
causal structure of the domain, the quantitative part represents
the joint probability distribution over its variables. Every
variable has a conditional probability table (CPT) represent-
ing the probabilities of each state given the state of the parent
variable. If a variable does not have any parent variables in
the graph, the CPT represents the prior probability distribu-
tion of the variable. A BN is able to calculate the posterior
probability of an uncertain variable given some evidence ob-
tained from related variables. This property and the intuitive
way BN model complex relationships among uncertain vari-
ables makes it a very suitable technique for building diag-

nostic models. Diagnosis is quite likely the most successful
practical application of BN.

While the existing diagnostic BN models perform very
well, the technique is still not widely used and accepted. One
of the main reasons for this is that building a BN model is a la-
borious and time consuming task. During the model building
process, both the qualitative and quantitative parts of the BN
have to be designed. This can be done in three different ways:
(1) both structure and parameters can be learned from data
without human interaction, (2) consulting a domain expert to
design the structure and the parameters, or (3) combine learn-
ing from data and consulting a domain expert. In order to
learn successful diagnostic BN models from data one would
need a very large data set, which is almost never available for
diagnostic models. So building a diagnostic BN model will
most of the time come down to an interaction of a knowledge
engineer and a domain expert. They will consult technical
manuals, test procedures, and repair databases to define the
variables in that domain, determine the interactions among
them, and to elicit the parameters. To give an idea of the
time used to design a diagnostic BN model: the construction
of the HEPAR-II model[Oniśko et al., 2001] used to diag-
nose liver disorders took approximately 300+ hours of which
roughly 50 hours were spent with domain experts. The model
consisted of 73 variables and its numerical parameters were
learned from a data set of patient cases.

One of the first large diagnostic systems that used Bayesian
networks was the QMR-DT system[Shweet al., 1991]. This
system was a probabilistic reformulation of the Quick Med-
ical Reference (QMR), a rule-based system based on the
INTERNIST-1 knowledge base developed at the University
of Pittsburgh[Miller et al., 1982]. The QMR-DT system con-
tains approximately 5000 variables. The authors made several
simplifying assumptions to deal with the complexity of con-
structing this network. The system was a BN with only two
levels of variables representing two different types of vari-
ables: diseasesand findings. The structure was such that
the diseasevariables influence the outcome of thefindings.
While this structure was simple, its performance was close to
the original QMR. But since the users of the system knew the
independence assumptions the inconsistencies of QMR-DT
could easily be explained.

Inspired by the QMR-DT system, we propose in this pa-
per a methodology to make diagnostic BN models in an intu-



itive and fast way for users who are not necessarily experts in
Bayesian networks. Using our methodology, a domain expert
will be able to build a model without any interaction with a
knowledge engineer. Skaanning[2000] addresses the same
problem applied in an application calledBATS Author. The
BATS Author hides the causality of the models from the user
and also has the assumption that only one single fault can oc-
cur. Our methodology supports multiple faults and shows the
causal structure of the graph. We believe that this will support
the user in understanding what she is doing while building a
diagnostic BN model.

To keep the model building process simple for the user,
the methodology is based on some simplifying assumptions.
The first assumption is in the qualitative part of the model.
The structure is such that it can only consist of three levels of
variables. The top level representscontextvariables, the mid-
dle level represents thefault variables and the bottom level
representsevidencewhich are the effects of when afault oc-
curs. Relations are only allowed in a top-down way: from
contextsto faults and fromfaults to evidences. The second
simplification is in the quantitative part. All the variables are
modeled using Noisy-MAX gates. A Noisy-MAX gate is a
generalization of the Noisy-OR gate for multi-valued vari-
ables. The goal of using the Noisy-MAX gate is to reduce the
size of the CPT’s of the variables. It implies that the number
of parameters that have to be elicited by the user decreases
from exponential to linear in the number of parents of that
variable. Research shows that many interactions in practi-
cal models can be approximated by the Noisy-MAX gates
[Zagorecki and Druzdzel, 2004]. With these simplifications
we sacrifice some theoretical modeling power and precision
but we believe, and we plan to test this in practice, that the
resulting models will not be significantly less accurate while
being much easier to build.

Our proposed methodology is implemented in an applica-
tion named: GeNIeRate. This program also contains different
features to speed up the model building process.

The remainder of this paper is structured as follows. Sec-
tion 2 gives an introduction about Bayesian networks. Sec-
tion 3 discusses our proposed three level structure of diagnos-
tic BN models. Section 4 will explain the Noisy-MAX gate.
Section 5 gives a complete description of GeNIeRate. Finally,
Section 6 discusses a description of a pilot experiment testing
GeNIeRate.

2 Bayesian Networks

Bayesian networks are acyclic directed graphs in which nodes
represent random variables and arcs represent direct proba-
bilistic dependencies among them. A Bayesian network en-
codes the joint probability distribution over a set of variables
{X1, . . . , Xn}, where n is finite, and decomposes it into
a product of conditional probability distributions over each
variable given its parents in the graph. In case of nodes with
no parents, prior probability is used. The joint probability
distribution over{X1, . . . , Xn} can be obtained by taking the
product of all of these prior and conditional probability dis-

tributions:

Pr(x1, . . . , xn) =
n∏

i=1

Pr(xi|Pa(xi)) . (1)

Figure 1 shows a highly simplified example Bayesian net-
work modeling causes of a car engine failing to start. The
variables in this model are:Ageof the car (A), deadBattery
(B), dirty Connectors(C), Enginedoes not start (E) andRed
warning lights on your dashboard (R). For the sake of sim-
plicity, we assumed that each of these variables is binary. For
example,R has two outcomes, denotedr andr, representing
“Red warning lights are present” and “Red warning lights are
absent,” respectively.

A directed arc betweenB and E denotes the fact that
whether or not the battery is dead will impact the likelihood
of the engine failing to start. Similarly, an arc fromA to B
denotes that the age of the car influences the likelihood of
having a dead battery.
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Figure 1: An example Bayesian network for engine problem

Lack of directed arcs is also a way of expressing knowl-
edge, notably assertions of (conditional) independence. For
instance, lack of a directed arc betweenA and R encodes
the knowledge that the age of the car does not influence the
chance of the car having red lights at the dashboard, only in-
directly through the variable dead batteryB. These causal
assertions can be translated into statements of conditional in-
dependence:R is independent ofA givenB. In mathematical
notation,

Pr(r|b) = Pr(r|b, a) .

Similarly, the absence of arcB → C means that whether
or not the car has a dead battery will not influence the chance
of having dirty connectors.

These independence properties imply that:

Pr(a, b, c, r, e) =
Pr(a) Pr(b|a) Pr(c|a) Pr(r|b) Pr(e|a, b, c) ,

i.e., that the joint probability distribution over the graph nodes
can be factored into the product of the conditional probabili-
ties of each node given its parents in the graph. Please note
that this expression is just an instance of Equation 1.

The assignment of values to observed variables is usually
calledevidence. The most important type of reasoning in a
probabilistic system based on Bayesian networks is known as
belief updatingor evidence propagation, which amounts to



computing the probability distribution over the variables of
interest given the evidence. This evidence propagation makes
Bayesian networks very suitable for diagnosis. For example,
in the model of Figure 1, the variable of interest for diagnosis
could beB and the focus of computation could be the poste-
rior probability distribution overB given the observed values
of A, R, andE, i.e.,Pr(b|a, r, e). Bayesian network software
can be applied to calculate this posterior probability. Today’s
software is capable of very fast belief updating in models con-
sisting of hundreds or even thousands of variables. After the
belief updating the software can make a decision or support
the user in making a decision what actions to perform given
that probability.

3 The BN3M model
We believe that there are three fundamental types of variables
in diagnostic models. The first type (1) are variables repre-
senting the failures of the device or a specific part of the de-
vice. We will call these failure variables:Faults. The second
type (2) are variables which have an observable effect if the
device is in some faulty state. Sometimes you cannot observe
the effect of the givenfault clearly, then you can perform a
test which will give you information about the state of the
device. These observation or test variables will be called:Ev-
idencevariables. The last type of variables (3) are variables
which indicate context properties of the device that may influ-
ence the risk of causing afault. We will call these variables:
Contextvariables. Examplecontextvariables are the age of
the device or the history of failures of the device.

In the QMR-DT model, mentioned in the introduction, the
authors distinguish two types of binary variables:diseases
and findings. These variables are graphically structured in
two levels in which thediseasevariables influence thefind-
ings. This structure is based on some independence assump-
tions. The first of these ismarginal independence of the
diseases, which amounts to no arcs among the disease vari-
ables. The second isconditional independence of the find-
ings, which amounts to no arcs amongfindingvariables. Fig-
ure 2 shows an example of the graphical structure of the
QMR-DT model.
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Figure 2: The two-level QMR-DT model

The structure of the QMR-DT model was simple, yet the
performance of the model was close to that of the original
rule-based QMR system. This motivated us to design an ex-
tension of their structure to connect our three types of vari-
ables in a diagnostic BN model. The authors of the QMR-
DT system already mention the fact that assuming their two
level structure is not always very accurate. They state that
it would be more accurate to model some of theirfindings

representing, for example, historical findings as parent vari-
ables of thediseases. We decided to cover this inaccuracy
in our model in making thecontextvariables the parents of
the fault variables. We also decided to support multi-valued
variables instead of binary variables used in QMR-DT. This
means that our structure becomes a three level structure with
thecontextvariables on top,fault variables in the middle and
the evidencevariables at the bottom. We call this structure:
3-level Bayesian network using Noisy-MAX gates (BN3M).
An example of this structure is showed in Figure 3. We will
discuss the Noisy-MAX gate in Section 4.
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Figure 3: The BN3M model

As mentioned in the introduction, this structure sacrifices
some modeling power and precision. For example, the arc
between variablesA andE of the example given in Figure 1
cannot be created in our methodology. Whether this theoreti-
cal imprecision has a big impact on the practical performance
of a large model remains a question which we are planning
to test with a systematic study. A model that is theoretically
very precise may turn out to be inferior in practice because
elicitation of a huge number of parameters from a human ex-
pert may decrease their quality.

4 The Leaky Noisy-MAX gate
In order to gain speed in designing the quantitative part of
the model, the interaction among the variables in our struc-
ture is approximated by canonical interaction models that re-
quire fewer parameters. One type of canonical interaction,
widely used in Bayesian networks, is known as the Noisy-OR
gate. This gate was first introduced outside the BN domain
by [Good, 1961]. Later it was applied in the context of BN’s
[Pearl, 1986], and it became very popular among BN model
builders because it reduces the growth of a CPT of a vari-
able within a BN from exponential to linear in the number
of parents. An extension of the Noisy-OR gate for multi-
valued variables is the Noisy-MAX gate[Henrion, 1989;
Dı́ez, 1993]. For the sake of simplicity, we will discuss the
Noisy-OR gate in depth and give a short description of the
extended Noisy-MAX gate later in this section.

The Noisy-OR gate models a non-deterministic interac-
tion amongn binary parent cause variablesX and a binary
effect variableY . Every variable has two states: a distin-
guished state, which represents that the variable is in its nor-
mal working state. Commonly this isabsentor falseand a
non-distinguished state:truth or present. The effect variable



Y works as a deterministic OR gate. This means that if all the
parent variables areabsent, the child variable is alsoabsent.
However if a parent variableXi is presentand all other par-
ent variables areabsent, it has a probabilitypi of causing the
effecty. These probabilitiespi address the noisy property of
the gate and have to be elicited by the model builder or can be
learned from data. The probabilities are fairly easy to under-
stand since they can be represented by questions like:What
is the probability that the effecty will occur, given that only
one causeXi is present and all other causes are absent?In
other words,

pi = Pr(y|x1, x2, . . . , xi, . . . , xn−1, xn) . (2)

The probability of an effecty to occur given a subsetX of
causes which arepresentis now formally given by:

p(y|X) = 1−
n∏

i=1

(1− pi) . (3)

This formula is sufficient to derive the complete CPT ofY
conditional on its predecessorsX1, X2, . . . , Xn.

Henrion[1989] proposed a direct extension of the Noisy-
OR gate which models that an effecty can also occur if all the
causes areabsentand called it:leaky Noisy-ORgate. This can
be modeled by introducing an additional parameterp0, which
is called theleak probability, formally given by:

p0 = Pr(y|x1, x2, . . . , xn) . (4)

The leak probability represents the phenomenon that an effect
occurs spontaneously, i.e., in absence of any of the causes that
are modeled explicitly.

In the leaky Noisy-OR gate,pi (i 6= 0) no longer repre-
sents the probability thatXi causesy given that all other par-
ent variables are absent, but rather the probability thatY is
present whenXi is present and every other explicit parent
causes (all theXj ’s such thatj 6= i) are absent.

An alternative way of eliciting the parameters of a leaky
Noisy-OR gate is given in[Dı́ez, 1993]. Dı́ez definedp′i as
the probability thatY will be true if Xi is present and every
other parent ofY including unmodeled causes (the leak) are
absent:

1− p′i =
1− pi

1− p0
. (5)

His method amounts essentially to asking the expert for these
parametersp′i.

Converting the parametersp′i to pi is straightforward:

pi = p′i + (1− p′i)p0 . (6)

It follows that the probability ofY given a subset of par-
ent variablesX is given in the leaky Noisy-OR gate by the
following formula:

p(y|X) = (1− (1− p0))
n∏

i=1

1− pi

1− p0
. (7)

The difference between the two proposals has to do with
the leak variable. While Henrion’s parameterspi assume that
the expert’s answer includes a combined influence of the par-
ent cause in question and the leak, Dı́ez’s parametersp′i ex-
plicitly refer to the mechanism between the parent cause in

question and the effect with the leak absent. Conversion be-
tween the two parameters is straightforward using Equation 6.
If the Noisy-OR parameters have to be elicited by an domain
expert, D́ıez’s definition is more convenient, since the ques-
tion to be answered is more intuitive for the expert:What
is the probability that the effecty will occur when you know
that all modeled and unmodeled causesX are absent?Hen-
rion’s definition will be more convenient if the parameters are
learned from data.

The Noisy-OR gate can be generalized if it is used for
multi-valued variables. These variables are allowed to have
more than two states. However, these variables still contain a
distinguished state. The difference is that the CPT of the ef-
fect variableY is the deterministic MAX function instead of
the deterministic OR function. Therefore it is called Noisy-
MAX gate or, if the leak probability is included, leaky Noisy-
MAX gate. In our proposed methodology we set the leak
probability distribution of an effect variablep0(Y ) by default
to 0 for the non-distinguished statesyi, . . . , yn−1 and1 for
the distinguished statey:

p0(Y ) =
{

1 if Y = y
0 otherwise . (8)

In this way the interaction among variables is by default
Noisy-MAX, it becomes leaky Noisy-MAX if an user defines
a specific leak probability distribution for the effect variable.

To give an example of the reduction of the number of pa-
rameters that have to be elicited by the user we define the
number of states of a parent variableXi asnXi

and the num-
ber of states of an effect variabley asny. The total number of
parametersN that have to be elicited by the model builder us-
ing leaky Noisy-MAX becomes:N =

∑n
i=1(nXi

− 1)(ny −
1) + 1, compared to the exponential number of parameters
using CPT:N = ny

∏n
i=1 nXi .

Using Noisy-OR and Noisy-MAX gates for some (not all
interactions could be approximated by these gates) of the con-
ditional distributions in the HEPAR-II model[Oniśko et al.,
2001] not only reduced the number of parameters that had to
be elicited from 3714 to 1488 but also improved the diagnos-
tic performance of the model at that time.

5 GeNIeRate
We embedded the ideas presented in Sections 3 and 4 in
an interactive environment for generation of diagnostic BN
models that we call GeNIeRate. GeNIeRate is a member
of the family of software developed at the Decision Sys-
tems Laboratory (DSL) of the University of Pittsburgh. This
software is developed for the purpose of probabilistic mod-
eling with special extensions for diagnostic inference, such
as rank ordering, tests, and case management. The main
part of this family is SMILE (Structural Modeling Reason-
ing, and Learning Engine) which is a library of C++ classes
implementing graphical probabilistic and decision-theoretic
models. In order to use SMILE in other programming lan-
guages some wrappers are developed: jSMILE for Java,
SMILE.NET for a Microsoft .NET environment and pock-
etSMILE for the Pocket PC. Next to the libraries, there are
some applications with a GUI using these libraries. GeNIe



is the main application, it is a development environment for
building graphical decision models. Other applications are
ImaGeNIe which is a general purpose model building inter-
face and GeNIeRate which is discussed in this paper. Ge-
NIeRate is developed in Java therefore it uses jSMILE as its
modeling library. All the software can be downloaded at:
http://www.sis.pitt.edu/˜genie .

The main goal of GeNIeRate is to support a user in building
the simplified diagnostic BN3M models in a fast and intuitive
way. In order to keep the model building process simple Ge-
NIeRate contains three different screens, representing three
steps for building a BN3M model: (1) add General infor-
mation, (2) add the Variables, and (3) add the Relations and
the probabilities (G-V-R). We will discuss these three steps in
this section and support our description with different screen-
shots of GeNIeRate.

In the first tab, the user can define general model informa-
tion: name, domain, and description of the model. Since not
all designed models will containcontextvariables, these vari-
ables can be switched on or off. Furthermore, feedback can
be enabled which amounts to feedback given by GeNIeRate
for each action of the user. If the user is not a BN expert, this
feedback will help with natural language dialogs to get famil-
iar with this technique and give the user some insight about
the causality of the graphical structure of his model. Figure 4
shows a part of this first tabbed screen.

Figure 4: Part of the model info panel

In the second tab, the variables of the model can be added,
edited or deleted. For each type of variable (context, fault and
evidence) there is a tree structure representing the variables
of that type added to the model. Figure 5 shows a part of this
screen containing the different tree structures.

GeNIeRate uses the concept of asystemto divide large di-
agnostic models into manageable parts. A system is typically
a module of a device that, while interconnected with other
modules, can be thought of in separation from the rest of the
device. Typically devices, whether natural or artificial, are
composed hierarchically and have clearly identifiable mod-
ules, for example electrical system, power train, break, or
steering system in an automobile. Systems are the largest
entities through which the user can interact with a model, i.e.,
the users can view a system’s variables after selecting that
system and add variables to it or remove variables from it.
This supports working on a specific part of the model, ignor-

ing the rest of the model and, since humans can only focus
on a small number of things at a time, limiting the amount of
information presented to the user.

Figure 5: Part of the model variables panel

Furthermore, documentation can be added to the variables
and the states of the variables. This documentation can be a
treatment for each state of afault variable or a question for
eachcontextor evidencevariable. The documented questions
and treatments can later be used when the model is applied in
diagnostic software. Answers to these questions can be used
as evidence for the belief updating (Section 2) to calculate the
most probablefault(s). After this calculation, the documented
treatment of that fault can be presented to help the user make
a decision how to fix his problem.

The last screen allows for creation of relations among the
variables. When, for example, afault variable is selected,
contextvariables can be added as parents orevidencevari-
ables as children of thatfault. After relations are created, the
graph at the right side of the screen shows the relevant part of
the graph (see Figure 6).

Figure 6: Part of the model relations panel

A systemcan be selected to show only the relations of the
selected variable with the variables within that system. Nav-
igating the graph can be done by clicking on the top or the
bottom of a node to show the parents or children of that node
respectively.

All the parameters can be defined by double-clicking on a
node or an arc in the graph. If a node has parents, the leak-
probability distribution for that variable can be defined, oth-
erwise the prior probability distribution can be defined. If an
arc in the graph is selected the Noisy-MAX parameters for
the relation represented by that arc can be defined.

After the diagnostic BN model has been created, it can be
saved and used for applying diagnosis. This can be done af-
ter loading the network into GeNIe, which contains a tool for



Figure 7: GeNIeRate architecture and interaction with other
DSL software

diagnosis. The network could also be loaded in user appli-
cations using (j)SMILE or other BN building software (Fig-
ure 7).

6 Experiment
A qualitative evaluation of our methodology and GeNIeRate
was performed by Mr. M. D. Campbell, a professional con-
sultant with 5 years of practical experience in building diag-
nostic BN models. GeNIeRate was received warmly and Mr.
Campbell estimated that this methodology will be of great
help especially in building large diagnostic models. He men-
tioned that a domain expert usually spends 90% of the time
in analyzing and understanding his diagnostic problem as a
probabilistic model. However, his estimate was that our ap-
proach will reduce the model building time for an inexperi-
enced Bayesian network model builder.

We are planning to conduct an empirical study for the per-
formance of our methodology with the HEPAR-II model de-
scribed in the introduction. HEPAR-II is a Bayesian network
consisting of 73 variables applied for diagnosing liver disor-
ders. The construction of this model took about 300 hours of
which 50 hours were spent with domain experts. HEPAR-II
was built in collaboration between DSL, the Bialystok Uni-
versity of Technology and the Medical Center for Postgrad-
uate Education in Warsaw, Poland. We are planning to re-
build the HEPAR-II model with our methodology and com-
pare the performance of this new HEPAR-II-BN3M to the
original HEPAR-II. We will also look at the time it took to
construct the new network. We hope to be able to present the
results of this study at the workshop.

7 Concluding remarks
This paper has presented a methodology for building large
diagnostic Bayesian networks. An implementation of the
methodology was received well by a professional consultant
in building diagnostic Bayesian networks. His estimate is
that using this methodology for building large diagnostic BN
models will reduce the model building time especially for an
inexperienced BN model builder.
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